Konfiguracija bezi€énog LAN pristupa
Ciljevi vjezbe:

e Konfiguracija beZi¢nog LAN pristupa za Linksys WRT300N pristupnu tacku.
e Promjena i sakrivanje SSID

e Konfiguracija sigurnosnih politika

e Blokiranje MAC adresa

Kreirati topologiju prikazanu na slici:
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Slika 1 - Razmatrani model mrezne topologije

Zadaci:

1 - Konektovati se na beZi¢ni ruter WRT300N putem web pretrazivada koristeéi Laptop 1 (login/pass -
admin/admin)

2 - Promijeniti SSID ime u "bvi"

3 - Aktivirati WEP zastitu koristedi klju¢ koji sadrzi 10 heksadecimalnih cifara - "12345abcde"

4 - Konektovati Laptopl i Laptop2 na beZicnu mrezu "bvi" koristeéi WEP klju¢. Pingovati server 10.0.0.2.
5 - Promijeniti zastitu za WRT300N u WPA2 PSK AES i podesiti password na - "ciscocisco"

6 - Konektovati Smartphone 1 i Smartphone 2 na beZiénu mrezu "bvi" koriste¢ci WPA2 PSK password.
Pingovati server 10.0.0.2.

7 - Konektovati Laptop 1 iLaptop 2 na beZicnu mrezu "bvi" koriste¢i WPA2 PSK password. Pingovati server
10.0.0.2.

8 — Aktivirati filtriranje MAC adresa | omoguciti beZi¢ni pristup za Laptop 1 i Laptop 2. Pingovati server
10.0.0.2 sa Laptopa 1ili Laptopa 2 i takode sa Smartphone 1 ili Smartphone 2.



9 - Promijeniti MAC filter i omoguditi pristup svim uredajima osim Laptopu 1. Pingovati server 10.0.0.2 sa
Laptopa 1 i takode sa Laptopa 2 ili Smartphone 1 ili Smartphone 2.

10 - Onemoguditi SSID broadcast i provjeriti vidljivost sa Laptopa 1.

1 - Konektovati se na beZi¢ni ruter WRT300N putem web pretraZivaca koristeéi Laptop 1 (login/pass -
admin/admin)

DHCP server je omogucen za definisani scenario ali bezbjednost jo$ nije podeSena. Postoji moguénost za
konektovanje na WRT300N ruter beZi¢nim putem sa bilo kojeg uredaja u okruZenju. Za ovu namjenu moze
se koristiti desktop aplikacija na Laptopu 1 — Web pretraZiva¢. Upisati default gateway adresu u URL polje
(adresa unutrasnjeg interfejsa rutera u LAN-u je 192.168.0.1). Za username i password upisati admin pa
potvrditi sa OK.

@ Laptop1 - 0002.4A84.65DE [E=ESE

Physical ] ConﬁgJ Desktop [ Software/Services I

Slika 2 — Lokacija Web pretrazivac¢a na Laptopu 1
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UserName: admin
Password. eeees|
S I [ Cancel

Slika 3 — Login interfejs



2 - Promijeniti SSID ime to "bvi"

U web pretraZivacu (Linksys web stranica) u¢i na Wireless tab. The Basic Wireless Settings podtab se
pokazuje po defaultu. U Network Name (SSID) polju, preimenovati mrezu iz Default u bvi. Sacuvati
podesavanja. Nakon promjene SSID-a, Laptop 1 mora da se rekonektuje na novi SSID bvi. Zatvoriti web
pretraZivac i konfigurisati wireless podesavanja na krajnjim uredajima (Linksys Wireless Network Monitor
v1.0). U¢i na Connect tab. Bvi mreza bi trebalo da se prikaze pod Wireless Network Name. Pritisnite
Refresh ukoliko se SSID ne identifikuje odmah. Odabrati mrezu a zatim pritisnuti Connect.
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@ Laptop1 - 0002.4A84.65DF [E=EE

‘ Physical | Config | Desktop Software/Services

Web Browser
URL http:f/192.168.0. 1)Wireless_Basic.asp

=
AHISImmE — Firmware Version: v0.93.3

‘Wireless-N Broadband Router WRT200!
Access Applications

Ad trati Stat
Restrictions & Gaming ministration atus

Wireless Setup | Wirelass Security
Basic Wirsless Sattings

Network Mode:

Network Name (SSID):  bvil
Radio Band:

Wide Channel:
Standard Channel: 1-2.412GHz -

SSID Broadcast: @ Enabled © Disabled

Save Settings Cancel Changes

Slika 4 — Promjena SSID

3 - Omoguditi WEP bezZicnu bezbjednost koristeé¢i klju¢ koji sadrzi 10 heksadecimalnih cifara -
"12345abcde"

U web pretraZivacu (Linksys web stranica) u¢i na Wireless tab. Zatim uci na Wireless Security podtab. U
Security Mode drop-down listi izabrati WEP. Odabrati enkripciju sa 40/64-bitnim klju¢em, podesiti polje
Key 1 na 12345abcde. Sacuvati podeSavanja. Ponovo se gubi konektivnost za bvi.
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Web Browser
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Firmware Version: vl

Wireless-N Broadband Router WRT300N
Access Applications

Administrats Staty
Restrictions & Gaming mimstratian atus

Wireless Setup  Wireless Security

security Mode:
Encryption: 40/64-Bit{10 Hex digit

Passphrase: ‘ | | Generate
Keyl: 12345abcde
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Slika 5 — WEP pode$avanja
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4 - Konektovati Laptop 1 i Laptop 2 na bezZicnu mrezu "bvi" koriste¢i WEP kljuc. Pingovati server 10.0.0.2.
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Slika 6 — PC bezi¢na aplikacija
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LINKSYS'

A Division of Cisco Systems, inc.
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Below is a list of available wireless networks. To search for more wireless networks, click
the Refresh button. To view more information about a network, select the wireless network
name. To connect to that network, click the Gonnect button below.

i Az Wireless Mode Infrastructure
Network Type Mixed B/G/N
Radio Band  Auto
Security WEP

MAC Address 0003.E4C5.CBOS

Notebook Adapter

Slika 7 — PodeSavanje PC bezi¢nog adaptera

@ Laptopl - @

Physical | Config | Desktop | Software/Services

WEP Key Needed for Connection

This wireless network has WEP encryption enabled. To connect to this network, select the level of WEP
encryption. Enter the required passphrase or WEP key in the appropriate field below. Then click the

Please select the wireless security method used by your
existing wireless network.

Connect.
e pon st 20

Security

The Passphrase is case-sensitive and should be no more
than 16 in length.
When entering this manually, it should be 10 characters for

64-bit encryption or for 128-bit
Valid hexadecimal characters are “A" through “F” and
numbers “0" through “9".

Notebook Adapter Wireless Network Monitor v1.0 weeeiio. WPC300N

Slika 8 — Konektovanje na bvi mrezu sa WEP klju¢em 1




@ Laptopl - 0002.4A84.65DE

‘ Physical | Config | Desktop | Software/Services

Slika 9 — Pingovanje servera.

5 - Promijeniti bezZicnu bezbjednost u WPA2 PSK AES i podesiti password na - "ciscocisco"

U web pretraZivacu (Linksys web stranica) selektovati Wireless tab. Zatim Wireless Security podtab. Iz
Security Mode drop-down liste izabrati WPA2 Personal. Koristeéi default Encryption podesavanje AES,
podesiti Password polje u ciscocisco. Sacuvati podesavanja. Ponovo se gubi konektivnost za bvi.

@ Laptopl - 0002.4A84.65DE = | B [t

Physical | Config Desktop | Software/Services|

Go Stop

< > | URL http://192.168.0.1/apply.cgi
LINKSYS®
Firmware Version: v0.93

A Division of Cis20 Systems, Inc.
Wireless-N Broadband Router Wi

. ) Access Applications A
Wireless Setup | Wireless Security Restrictions & Going | Administration

Wirsless Security

Security Mode: WPA2 Personal -
Encryption: AES ~

Passphrase: ciscocisco

n

Key Renewal: 3600 seconds

m

Slika 10 — PodeSavanje WPA2 bezbjednosti



6 - Konektovati Smartphone 1 i Smartphone 2 na beziénu mrezu "bvi" koriste¢i WPA2 PSK password.
Pingovati server 10.0.0.2.

Konekcija se moZe podesiti u Config tab Smartphon uredaja. Ako je neophodno izabrati WPA2-PSK opciju
i podesiti password na ciscocisco. Podesiti SSID na bvi. Pingovati server 10.0.0.2 za testiranje konekcije.

@ Smartphonel - 00D0.FFC7.0602 | ) S

Physical | Config | Desktop | Software/Services

GLOBAL

Port Status

Bandwidth

MAC Address
Authentication

Disabled
WEP
WPA-PSK

WPA

User ID

Password

Encryption Type
1P Configuration
@ DHCP

1P Address

Subnet Mask

Wireless

00D0.FFC7.0603

@ WPA2-PSK

wPA2

Static

SSID bvi

54 Mbps

Key

Pass Phrase ciscocisco

192.168.0.103

255.255.255.0

1Pv6 Configuration S

Slika 11 — Konekcija Smartphone-a na bvi mrezu sa WPA2-PSK bezbjednoscu.

7 - Konektovati Laptop 1 i Laptop 2 na bezicnu mrezu "bvi" koriste¢ci WPA2 PSK password. Pingovati
server 10.0.0.2.

Koristeci istu proceduru iz Cetvrtog zadatka potrebno je podesiti WPA2 PSK password za konektovanje
Laptopa 1 i Laptopa 2 na bvi mreZzu sa WPA2 bezbjednoscu.

8 — Akivirati bezicni MAC filter i omoguciti beZicnu konekciju za Laptop 1 i Laptop 2. Pingovati server
10.0.0.2 sa Laptopa 1ili Laptopa 2 i takode sa Smartphone 1 ili Smartphone 2.

Selektovati Wireless tab i Wireless MAC Filter podtab. Podesiti Wireless MAC Filter na Enabled stanje.
Podesiti Access Resolution za davanje dozvole (Permit PCs) za pristup beZi¢noj mreZi. Popuniti MACO1 i
MACO2 polja sa Laptop 1i Laptop 2 MAC adresama. Pingovati server 10.0.0.2 sa Laptopa 1, Laptopa 2,
Smartphone 1iSmartphone 2. MoZe se vidjeti da samo Laptop 1 ilLaptop 2 imaju konekciju. Sada provjeriti
topologiju mrezZe i pogledati vizuelizovane bezi¢ne konekcije izmedu klijenata i bezicnog rutera.
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Q Wireless Router

| Physical | Config | GUI |

LINKSYS®

A Division of Cisza Systems, Inc.

Access Applications
Restrictions & Gaming
Wirgless MAC Filter

Wireless Setup | Wireless Security

Wireless
MAC Filter

@ Ensbled () Disabled
Access .
. () Prewent PCs listed below from sccessing the wireless network
Resolution
| Permit PCs listed below to sccess wireless netwaork
MAC Address Wireless Client List
filter list
MAC O1:  00:02:4A:84:65:DE MAC 26:  00:00:00:00:00:00
MAC D2:  DO0:80:2B:AE:15:D8]| MAC 27:  00:00:00:00:00:00
MAC 03:  D0:00:00:00:00:00 MAC 25:  00:00:00:00:00:00
MAC 04 D0:00:00:00:00:00 MAC 23 00:00:00:00:00:00
MAC 0S:  00:00:00:00:00:00 MAC 30:  00:00:00:00:00:00
MAC D5:  D0:00:00:00:00:00 MAC 31:  00:00:00:00:00:00
MAC O7:  D0:00:00:00:00:00 MAC 32:  00:00:00:00:00:00
MAC 05:  D0:00:00:00:00:00 MAC 33:  00:00:00:00:00:00
MAC 03:  00:00:00:00:00:00 MAC 34:  00:00:00:00:00:00

Slika 12 — Mac Filter podeSavanja sa listom dozwola
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Firmware Version: v0.93.3
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Administration Status

m
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Slikal3 — Mrezna topoloija nakon omoguc¢avanja filtera sa listom dozwla (Laptop 1 iLaptop 2 MAC adrese)



9 - Promijeniti MAC filter za omoguéavanje pristupa svim uredajima osim za Laptop 1. Pingovati server
10.0.0.2 sa Laptopa 1i takode sa Laptopa 2 ili Smartphone 1 ili Smartphone 2.

Selektovati Wireless tab i Wireless MAC Filter podtab. Podesiti Wireless MAC Filter na Enabled stanje.
Podesiti Access Resolution za sprecavanje (Prevent PCs) uredaja izlistaninih ispod da pristupe beZi¢noj
mreii. Popuniti MACO1 i MACO02 polja sa Laptop 1 MAC adresom. Pingovati server 10.0.0.2 sa Laptopl,
Laptopa 2, Smartphone 1 i Smartphone 2. Moze se vidjeti da Laptop 1 ne moZe da se konektuje na
WRT300N. Sada provjeriti topologiju mreze i pogledati vizuelizovane beZi¢ne konekcije izmedu klijenata i
beZi¢nog rutera.

e y
& Wireless Router E@g

‘ Physical | Config | GUL |

-
LINKSYS
A Division of Ciszo Systems, I
- Firmware Version: v0.93.3
Wireless-N Broadband Router WRT300N
- - i Access Applications |
Setup | Wireless Securi Administration  Status
Wireless P ty Restrictions & Gaming
Wirsless MAC Fiter
Wireless
MAC Filter @ Ensbled ()
Access B
@) Prevent PCs listed below from accessing the wireless network
Resolution -
() Permit PCs listed below to sccess wireless network
MAC Address Wireless Client List
filter list
MaC 01 00:02:4A:B4:65:DE MaC 26: 00:00:00:00:00:00
MAC 02: 00:00:00:00:00:00 MAC 27 00:00:00:00:00:00
MAC 03: 00:00:00:00:00:00 MAC 38: 00:00:00:00:00:00 ||
MAC 04 00:00:00:00:00:00 MaC 25 00:00:00:00:00:00
MAC 05: 00:00:00:00:00:00 MAC 30: 00:00:00:00:00:00
MAC 0&: 00:00:00:00:00:00 MAC 31: 00:00:00:00:00:00
MaC 07 00:00:00:00:00:00 MaC 32 00:00:00:00:00:00
MAT A AR:0NNANA0:00 MAT 3T AN.0NNRLAN:0000

Slika 14 — Mac Filter pode$Savanja sa listom zabrana
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Slika 15 — Mrezna topoloija nakon omoguc¢avanja filtera sa listom zabrana (Laptopl MAC adresa).



10 - Onemoguéiti SSID broadcast i provjeriti vidljivost sa Laptopa 1.

Selektovati Wireless tab i Basic Wireless Settings podtab. Podesiti SSID Broadcast na Disabled stanje.
Provjeriti vidljivost bvi mreze sa Laptopa 1.
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@ Wireless Router eI

Physical I Config | GUT ‘

LINKSYS®

A Bivision of Cisso Systemns, Inc.

Firmware Varsion: v0.93.3
Wireless-N Broadband Router WRT300!
Access Applications

Administration  Status

Wireless tup  Wireless e

Restrictions & Gaming

Basic Wireless
Settings

Network Name {SSID): bwi

Radio Band:
Wide Channel:

Standard Channel:

SSID Broadcast: © Enabled @ Disabled

Save Settings Cancel Changes

Slika 16 — PodeSavanje SSID broadcast opcije.
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Physical | Config ‘ Desktop | Software/Services

LINKSYS'

R Division of Cisco Systems, inc.
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Below s a list of available wireless networks. To search for more wireless networks, elick
the Refresh button. To view more information about a network, select the wireless network 2 4 GHZ
name, To connect to that network, click the Connect button below. . - L
W

Wireless Mode
Network Type
Radio Band
Security

MAC Address

Notebook Adapter ptwork Monitor v1.0 mae. WPG30ON

Wi

Slika 17 — Provjera vidljivosti bvi mreZe sa Laptopa 1.



